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The subject of data localisation has garnered signific-
ant attention in recent policy debates in India. This pa-
per classifies the arguments around data localisation into
three broad categories - the civil liberties perspective; the
government functions perspective and the economic per-
spective. We examine the likely costs and benefits un-
der each of these heads and come to the conclusion that
it would be premature to adopt any sweeping localisa-
tion norms in India. At the same time, India must not
will away its ability to adopt such measures in future by
agreeing to sweeping ‘free flow of data’ provisions in trade
agreements. The identification of cases where narrowly-
tailored localisation requirements might be an appropri-
ate response should be done through a transparent and
consultative process. Where an assessment of the over-
all costs and benefits justifies a case for localisation, it
should be adopted in its least intrusive form.
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1 Introduction

Data 1 ocalisation has become one of the most debated subjects in India in light of
recent policy moves towards the localisation of payment sector data and personal
data. Yet, this is not a debate that is entirely new, or even unique, to India. Equally,
it not a debate that can be understood in isolation. Calls for localisation must be
placed in the broader context of the growing economic, strategic and political
relevance of the digital economy and ensuing demands for State control and “sov-
ereignty” in this space. Demands for increased regulation are also playing out in
other fields like data protection, cyber security, surveillance, digital taxation and
platform regulation, with localisation often seen as a tool to assert control in these
other areas. This motivates a deeper exploration of the justifications and challenges
of data localisation.

The term localisation generally refers to requirements for the physical storage of
data within a country’s national boundaries although it is sometimes used more
broadly to mean any restrictions on cross border data flows. Following this broader
approach, Chander and Le (2015) define localisation to include all measures that
“encumber the transfer of data” across national borders. Such measures can take a
variety of forms, like preventing information from being sent outside the country;
requirement to obtain individual consent before making the transfer; storage of
a local copy of the data; and imposing taxes on data exports. Going a step
further, Selby (2017) suggests that “localised data routing”, being requirements
that data packets exchanged between domestic users of Internet services should
flow only through domestic networks, could also be seen as another category of
data localisation.

Offering a useful taxonomy, Ferracane (2017) categorises restrictions on cross bor-
der data flows into two broad heads — strict and conditional. The former category
includes requirements of local storage or processing of data or, in stricter cases, a
complete ban on transferring the data abroad. In case of conditional restrictions,
the transfer of the data is made subject to the satisfaction of certain conditions.
These conditions may be applicable to the persons undertaking the transfer (such
as, the need to obtain the individual’s prior consent) or to the transferee country
where the data is being sent. For instance, one of the permitted grounds for the
transfer of personal data to a third country under the European General Data
Protection Regulation (GDPR) is that the country should offer an “adequate level

of protection”.t

In this paper we use the term data localisation or just localisation to mean mandat-

L Article 45, Regulation (EU) 2016/679 (General Data Protection Regulation).
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ory requirements of local storage of data. This could be in the form of exclusive
retention norms, which mandate that the data should be retained only on do-
mestic servers, or the slightly less stringent version of data mirroring that compels
at least one copy of the data to be stored locally. There are of course many in-
stances where entities could voluntarily choose to host their data locally, including
for convenience or efficiency reasons (Komaitis, 2017).2 Our focus here is only on
data localisation that is compelled by laws or policies adopted by governments.

While much of the current discussion is around the economic costs and benefits
of localisation, we adopt a broader approach by classifying the arguments around
data localisation into three main categories. The first, is a civil liberties perspect-
ive that relates to the impact of data localisation on ensuring better outcomes for
individuals in terms of safety of their personal data, protection from surveillance
(domestic or foreign) and exercise of free speech rights. The second is a government
functions perspective that stems from the challenges faced by government bodies
in accessing data for the discharge of their enforcement and regulatory functions,
including preserving national security interests. The third is an economic devel-
opment perspective of using localisation as a lever for promoting the domestic
industry. This involves an assessment of the costs and benefits of localisation
measures for users, businesses and the economy as a whole.

On the first issue we point to the fallacies in the assumption that data localisation
will necessarily lead to better privacy protections. Indeed the degree of protection
afforded to the data will depend on the effectiveness of its data protection regime,
a parameter on which India has so far been lacking. Without such protections,
using privacy /security of data or the possibility of a data breach as an explanation
to mandate localisation appears far-fetched or, at best, premature. Moreover, in
the absence of adequate checks and balances in the law, localisation can enable in-
trusive information gathering by intelligence and law enforcement agencies. There
is also the question of how data localisation requirements will be monitored and
enforced and what this may mean from a civil liberties perspective.

Further, the claim that localisation will offer a sufficient check against unauthor-
ised access by foreign surveillance agencies also stands to question given what we
know about the pervasive and sophisticated nature of such intelligence tactics. To
fully safeguard domestic data against any such interference will require a level of
isolation from the Internet, which is not desirable or even possible in a modern
democratic setup. That said, localisation may enable the domestic legal framework
to be enforced more readily.

2Komaitis (2017) gives the example of applications like health monitors or autonomous
vehicles that require immediate data access and response time.
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Finally, to the extent that localisation measures infringe on the autonomy of in-
dividuals in respect of their personal information, the measures would have to
satisfy the tests laid down by the judges in Puttaswamy v. Union of India (2017),
namely, being fair, just and reasonable, having a lawful purpose, legitimate aim
and amounting to a proportionate response. If it comes to such a challenge the
state may struggle to justify why other measures like contractual conditions and
adequacy tests for the jurisdiction of transfer did not constitute a more proportion-
ate response than mandatory localisation. Moving beyond the realm of privacy,
data localisation mandates also have a bearing on other civil liberties. Prominent
among these are issues of free speech, censorship, and the right to carry on any
trade or business, subject only to reasonable restrictions.

The second issue of access to data by state agencies in order to perform their
functions is a compelling concern, given the acknowledged challenges in accessing
evidence housed in other jurisdictions. However, even in this case we do not have
sufficient evidence to suggest that mandatory localisation is a proportionate (or
even adequate) response to the issue. Other solutions that have been suggested
for this include fixing the broken processes under mutual legal assistance treat-
ies (MLATSs) and other bilateral or multilateral arrangements for the exchange
of data between states for legitimate purposes. One may also consider the use
of executive arrangements permitted under instruments such as the CLOUD Act
to secure access to data held by American companies, although this comes with
its own set of challenges. Moreover, to the extent that law enforcement or other
regulatory agencies can identify the specific problems being faced by them in ac-
cessing particular types of data (which may be held by communication providers,
intermediaries or regulated agencies) more targeted interventions involving those
particular entities can be considered instead of making that a ground for bringing
sweeping localisation norms.

Finally, we turn to the issue of costs and expected economic benefits of data
localisation. As with any other compliance requirement, a mandate to localise
data will impose significant compliance and other costs on businesses, consumers
and the economy. Businesses will have to redesign their systems, bear the cost
of higher data storage charges and face the challenge of storing their data in a
relatively less secure environment, the costs of which will ultimately trickle down
to their users. Yet, this cost, on its own, cannot be the sole basis for resisting a legal
obligation. Further, given that many of the costs of localisation appear to be short
to medium term in nature, could it be argued that localisation will provide benefits
to the domestic economy in the long term? Unfortunately, the current state of
knowledge in this field is too limited to inform sound policy decisions. While there
are some studies that point to the significant macro-economic costs of localisation,
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much more analysis is needed to gauge the effects of localisation at a macro as
well as firm level — particularly in the context of developing countries. Ultimately,
what we need is a methodical approach for judging whether the likely costs are
proportionate to the benefit that is expected to be achieved in a particular context.
To the extent that some of the expected benefits of localisation can also be realised
through other less onerous requirements, such as, contractual commitments for the
protection of data and transparent international arrangements for cross-border
exchange of data, it becomes harder to justify rigid localisation norms on these
counts.

In our view, it would be premature for India (and many other countries) to either
opt for sweeping national data localisation laws or completely dismiss their ability
to do so by adopting sweeping ‘free flow of data’ provisions that are being proposed
in trade negotiations.

Against this background, Chapter 2 provides an overview of the current debates
surrounding data localisation in India and broader developments in the global con-
text. In Chapters 3, 4 and 5 we explore each of the perspectives referred to above,
namely the civil liberties perspective, the government functions perspective and
the economic perspective, examining the pros and cons of the arguments that are
generally forwarded in each context. Chapter 6 concludes with our recommend-
ation on the need for developing a sharper toolkit for assessing the suitability of
data localisation as a proportionate response in any given context. This will re-
quire a careful assessment of the specific problem that is sought to be addressed
followed a transparent evaluation of the expected costs and benefits of using data
localisation as a tool to address it.

2 Current debates in India and globally

Over the past few months localisation has become a heavily debated subject in
India on account of four important developments. The first was the issuance of the
draft Digital Information Security in Healthcare Act, 2018 (DISHA) published by
the Government of India on 21 March 2018, which seeks to empower the proposed
National Electronic Health Authority to impose localisation requirements with re-
spect to digital health data. The draft statute itself, however, does not mandate
localisation of data. Next, the Reserve Bank of India (RBI) issued a directive on
6 April, 2018 imposing stringent data localisation requirements on all players in
the Indian payments ecosystem. The directive, simply put, requires all payment
system providers and their suppliers and intermediaries to store the entire data
related to payment transactions only in India. The requirement also extends to

Accessed at https://www.nipfp.org.in/publications/working-papers/1837/ Page 7



= Working paper No. 242

the intermediaries and third party vendors contracted to handle data on behalf of
payment operators. An exception is provided for transactions that have a cross
border element — the data pertaining to the foreign leg of the transaction is per-
mitted to be stored outside the country, if required. Operators were given about
six months to ensure compliance with the norms, which came into effect on 15
October 2018.3

The third development was the release of the recommendations of an expert com-
mittee headed by former Supreme Court judge, Justice B.N Srikrishna that was
tasked with the responsibility of proposing a new data protection framework for
India (Srikrishna Committee, 2018). The Srikrishna Committee submitted its re-
port and a draft Personal Data Protection Bill, 2018 to the government on July
27, 2018, with certain key recommendations on the localisation of personal data.
Proposing a ‘three-pronged model’, the Committee suggested that at least one
live, serving copy of all personal data should be stored in India. In addition, cer-
tain categories of ‘critical personal data’,* to be notified by the government, would
be bound by a stricter requirement of being stored and processed only in India.
Finally, the government would have the power to exempt particular countries, sec-
tors or international organisation from the restrictions on free flow of data across
borders on the grounds of ‘necessity’ or ‘strategic interests of the state’.’

Section 97(7) of the draft Bill empowers the government to notify the provisions
pertaining to cross border data flows at a time of its choosing. This implies that
the said provisions may be brought into force at a different time to the rest of
the statute, or indeed need not be brought into force at all. The government
is currently in the process of considering these recommendations and the public
comments that were invited by it on the Committee’s draft Bill.

Shortly after the release of the Srikrishna Committee’s recommendations, reports
about a draft e-commerce policy prepared by an inter-ministerial task force set up
by the government also came to light, marking the fourth important development
in this debate. The leaked version of the report refers to certain categories of
data being required to be stored exclusively in India (e-Commerce Task Force,

3A few days before the directive came into effect it was reported that 64 of the 80 payment
service providers affected by the requirement had already implemented the norms while the re-

maining operators, including large card companies, were still in the process of doing so (Hetavkar,
2018).

4The Srikrishna Committee’s report and draft Bill indicate that this will be a sub-category
of ‘sensitive personal data’, which as per Section 3(35) of the draft bill, includes passwords,
financial data, health data, sexual orientation, biometric data, caste or tribe, religious or political
affiliation.

>Two members of the ten member committee have expressed their differences with the local-

isation mandate in the Report and have submitted dissent notes to this effect.
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2018). This would include community data collected by Internet of things (IoT)
devices in the public space and data generated by users in India from various
sources including e-commerce platforms, social media and search engines. The
document also goes on to suggest that the industry would be allowed a period of
about two years to adjust to the localisation norms. The steps taken to develop
capacity in this respect would include according ‘infrastructure status’ to data
centres, improvements in power supply and connectivity and provisions of tax and
customs benefits.% Collectively, these developments signal a clear push towards the
adoption of data localisation norms across various sectors, a move that has come
to be heavily criticised by stakeholders in the industry, academia, researchers and
civil society groups.

2.1 Existing requirements in India

Despite the increased attention that it has garnered in recent months, the local-
isation question is not entirely new and, as discussed in the following section, is
also not unique to India. In 2014, the National Security Council was reportedly
considering a proposal that all data generated within India should be hosted in
India-based servers and hence be subject to Indian laws (Thomas, 2014). While
a sweeping requirement of this nature has so far not been brought into effect,
context-specific localisation norms already exist in several laws and policies.

1. Data protection under the IT Act, 2000 — At present, data protection pro-
visions in Indian law are contained primarily in the Information Technology
Act, 2000 (IT Act) and the Information Technology (Reasonable Security
Practices and Procedures and Sensitive Personal Data or Information) Rules,
2011 (IT Rules). Section 43A of the IT Act provides for the payment of com-
pensation for failing to maintain reasonable security practices in respect of
sensitive personal data. The IT Rules issued in 2011 clarified the meaning of
sensitive personal data and set out the norms for the collection, disclosure,
storage and security of such information.

The IT Rules permit a body corporate to transfer sensitive personal data
to another entity or person (in India or elsewhere) upon ensuring that the
other person will be able to provide that same level of data protection that is
expected under the IT Rules. Further, the transfer is allowed only if neces-
sary for the performance of a lawful contract or if the person has consented

SReports appearing in the media immediately prior to publication of this paper indicate that
the government may reconsider the policy, though it is still unclear what has prompted this
reversal or whether localisation norms will make a re-appearance in any future drafts of the
e-commerce policy (Bhan, 2018).
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to data transfer.” Soon after the release of the rules the government issued
a clarification that the rules were only applicable to body corporate or per-
son located within India (Ministry of Communications, 2011). While laying
down these requirements the law does not establish any process or substant-
ive standards to determine when an entity may be in a position to provide
the “same level of data protection” (Sinha & Hickok, 2018). In general, the
enforcement of these requirements, and as a result, compliance with them,
has remained questionable.

2. Government data — The Public Records Act, 1993 prohibits the transfer
of public records out of Indian territory without the prior approval of the
Central Government unless such transfer is being made for an official purpose.
The government’s “MeghRaj” initiative, which is designed to promote the
use of cloud services by the government, also contains a requirement for the
localisation of government data. The conditions for empanelment of cloud
service providers under the initiative require that “data center facilities and
the physical and virtual hardware should be located within India” (DelTY,
2015).

The National Data Sharing and Access Policy (NDSAP) notified by the
Ministry of Science and Technology in 2012 presents yet another instrument
for mandating localisation requirements for government related data. The
NDSAP provides for the sharing of all non-sensitive data that is generated
using public funds by different ministries, departments and agencies of the
Government of India. Therefore, current laws and policies already provide
for full data localisation in so far as government records and publicly funded
data from government sources is concerned.

3. Sector-specific requirements — In addition, certain sectors-specific localisa-
tion requirements are also applicable. For instance, the security conditions
in the license agreement entered into between telecom service providers and
the government bar the licensee from transferring any user information or
accounting information relating to a subscriber to any person/place outside
India. Exceptions are provided for situations where such information may
need to be transferred for international roaming or billing purposes.® Com-
pared to this, the rules notified by the Ministry of Corporate Affairs for
maintenance of accounting records by companies contain a relatively less
stringent requirement of maintaining a local copy. As per the Compan-
ies (Accounts) Rules, 2014, the back-up of the books of account and other
books and papers of the company maintained in electronic mode, including

"Rule 7 of the IT Rules.
8Clause 39.23(viii), Chapter VI (Security Conditions) (Unified License, 2014).
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at a place outside India, should be kept in servers physically located in India
on a periodic basis.”

2.2 A closer look at RBI’s payment directive

A closer look at the process (or lack thereof) behind the RBI’s localisation directive
can offer some valuable lessons for future policymaking on this subject, whether in

terms of the sweeping requirements proposed by the Srikrishna Committee or on a

sector by sector basis. The RBI’s directive was notified without any prior notice or

public consultation and with little explanation on the motivations for this decision.

Yet, this sort of conduct is not out of the ordinary for many decisions that we see

in the Indian financial sector. This is despite repeated acknowledgements from

the government and financial sector regulators about the need for improvements

in regulatory processes.

In 2013, the recommendations of the Financial Sector Legislative Reforms Com-
mission (FSLRC), an expert body set up by the Ministry of Finance, had led to the
publication of a handbook by the Ministry noting that the drafts of all subordinate
legislations should be published before they come into effect, along with a state-
ment of objectives, explanation of the problem to be addressed and an assessment
of potential costs and benefits. This followed from a decision made in a meeting
of the Financial Stability and Development Council (involving all financial sector
regulators) to adopt better regulatory governance and transparency practices in
framing regulatory interventions (FSDC, 2013).!° However, not much has changed
in practice.

Had the RBI followed a more open and rigorous process in this case we might have
had more clarity about whether the initiation of this particular intervention was
preceded by an articulation of a specific problem that needed to be addressed. The
RBI notes in the Directive that its objective was to ensure unfettered supervisory
access to payments data for monitoring purposes. Further, RBI’s Statement on
Development and Regulatory Policies, which preceded the Directive, also referred
to the need for adopting the best global standards in safety and security of data to
reduce risks of data breaches. Barring these broad references, there is no mention
of the specific challenges that were being faced by the RBI in accessing payments
data under the existing system.

Were there instances of non-compliance to data requests by regulated entities?

9Rule 3(5), Chapter IX, Companies (Accounts) Rules, 2014.

10Similar suggestions were also made specifically for the payments sector in the report of the
Watal Committee on Digital Payments (Wattal Committee, 2016).
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Was the location of the data in another jurisdiction the reason for non-compliance?
On the security front, were there security breaches that occurred on account of
payments data being stored outside India? Were there lapses in how the security
breaches were handled and were they related to the physical location of the data?
In the absence of these explanations, the Directive seems to lack sufficient evidence
and reasoning to support its motivations.

Even if we assume that the problem was correctly identified, the next step would
be to assess whether the selected intervention would pass the “Occam’s razor of
public policy” (Ajay Shah, 2016) — does it use the least coercive tool to achieve
an identified outcome? This question becomes particularly relevant given that
the Payment and Settlement Systems Act, 2007 (Payments Act) already contains
wide powers allowing the RBI to call for periodic information from payment system
providers and gain access to their information (Sections 12 and 13). The directive
is unclear as to why localisation constitutes a necessary tool to give effect to this
statutory power.

Further, the Directive also does not appear to have taken into account the fact that
most financial entities maintain their data in an encrypted form. The RBI itself
requires banks and other entities to utilise 128-bit encryption to se-cure online
communications and to protect sensitive personal data while at rest. Similarly, the
National Payments Corporation of India also mandates the use of encryption to
store customer data. Encryption renders the data illegible without assistance from
the relevant payment entity (or a significant effort being made to crack the
encryption). Given that the premise behind mandatory localisation of data is to
ensure unfettered supervisory access to the data, the Directive fails to consider that
regulatory authorities will still have to request the payment entity to decrypt the
data, in line with legal processes, before it can be accessed and used.!! Therefore, the
RBI would presumably still need to follow other processes to ensure “unfettered
supervisory access” to the data, even though it may be stored in the country. This
highlights the shortcoming of imposing localisation requirements without
considering the broader technological environment — merely mandating localisation
is unlikely to meet the stated regulatory ends.

Finally, did the RBI consider other alternatives before opting for a strict local-
isation mandate? Perhaps near real-time reporting requirements for certain kinds
of data could have achieved the regulatory objective without micromanaging the

HGection 69 of the Information Technology Act, 2000 lays down the circumstances under which
decryption orders can be issued by the government — in the interest of sovereignty, integrity or

defence of India, security of the State, friendly relations with foreign States, public order, pre-
venting incitement to the commission of any cognizable offence relating to the factors mentioned
earlier, or investigation of an offence.
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exact location of the data. Similarly, could a requirement to keep a copy of all the
data in India have ensured the same level of regulatory access? Absent a trans-
parent regulation making process we have no way of knowing the different options
that were considered by the regulator, or the factors that motivated the selection
of this particular option.

By not following a formal consultation process, the regulator missed the opportun-
ity to take into account the holistic implications of its move on payment operators
and the sector as a whole. Had the RBI followed such a process, which would in-
clude a cost-benefit analysis of the possible regulatory options, it is more likely to
have found a way to achieve the desired objectives through less restrictive means.
At the very least, the requirement to store all the data only in India is not likely
to have found its way into the final Directive.

2.3 Tracing the global trends

The developments in India also need to be placed in the context of global local-
isation trends. As per the Digital Trade Estimates index created by the European
Centre for International Political Economy (ECIPE), in the period from 1961 to
2016, 84 data localisation requirements were introduced in the 64 countries covered
by the index (See Figure 1). Of these, 42 percent of the measures imposed certain
conditions to be fulfilled before the transfer of the data; 25 percent imposed local
storage (but not processing) requirements; and 33 percent imposed local processing
requirements or a complete ban on transfers outside the jurisdiction (Ferracane,
Lee-Makiyama & der Marel, 2018).
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Figure 1 Cumulative Number of Data Localisation Measures (1961-2016)
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Source: Ferracane, Lee-Makiyama and der Marel (2018)

While there are some countries like Russia, China, Vietnam and Indonesia that
have adopted relatively broad-based localisation requirements, most others tend
to apply differential standards based on the nature of the data and the sector
to which it pertains. To take a few examples, sectoral localisation norms are
seen in Australia (health data), France (data relating to judicial proceedings) and
Germany (telecommunications metadata and tax accounting data) (Cory, 2017).
It is also common to find localisation requirements being mandated for government
/ public sector data. A study on data localisation measures adopted by members
of the European Commission also found that certain kinds of data, namely tax and
accounting data, defence and security data, financial data and data held in public
registries, was more commonly being subjected to localisation requirements. The
extent of restrictions also varied among the Member States, with most of them
having only one (8 countries) or two (7 countries) types of restrictions (EC Staff
Document, 2017).

Links can be drawn between the massive surge in data localisation measures in the
last ten to fifteen years and global developments in terms of the rise of the data-
driven economy with accompanying social, economic and political consequences. In
the absence of any global compact to maintain the Internet as a unitary structure,
the assertion of territorial and sovereign claims over this space appears inevitable
and has in fact been ongoing since the early days of the Internet. As noted by
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Goldsmith and Wu (2006), “the Internet has not, as some of its early users and
developers would have wanted, rid itself of the abiding significance of geography”,
but has evolved and continues to evolve to take into account the different cultures
and societies it interacts with. Seen in this context, data localisation fits in as one
of the pieces in the broader slew of measures aimed at exerting national control
over portions of the digital ecosystem.

While data localisation decisions clearly seem to fit within the mould of ‘pro-
tectionist’ national strategies, when it comes to publicly acknowledged reasons,
most countries choose to rely on other grounds such as data protection, law en-
forcement and preventing foreign surveillance as the basis for their localisation
decisions.’ In this context, Kuner (2015) argues that localisation demands could
genuinely stem from factors that go beyond protectionist measures. Therefore,
rather than merely positing factual arguments pertaining to the benefits or harms
of localisation mandates, one may be better served by locating the debate within a
broader normative framework. Examples of such normative values would include
“freedom of expression, antidiscrimination, privacy as a fundamental right, and
ethical considerations”. For Kuner, such an approach would avoid presupposing
the desirability of certain types of values (like economic development) at the cost
of other values that may be equally or more desirable for a particular society. In
the chapters that follow we outline the arguments that are typically extended to
further the demands of data localisation and examine their implications from a
range of different perspectives.

3 The civil liberties perspective

One of the primary characteristics of the Internet is its ability to transfer inform-
ation freely across national borders. This has led to debates around the virtues of
maintaining the network as a ‘free space’ - ostensibly free from government control
(Goldsmith & Wu, 2006). The wide ranging benefits from this approach span from
unrestricted innovation to enhanced civil liberties, particularly in the form of free-
dom of speech and expression. However, the limited ability of states to effectively
regulate this space have also led to new kinds of harms and challenges to the tra-
ditional human rights framework.!®> Examples include the increased potential for

120f the fourteen jurisdictions whose data localisation norms were studied by Chander and Le
(2015) only two countries - Nigeria and France - explicitly recognised ‘economic development’ as
a rationale for their localisation decisions.

13There are numerous efforts to update and further elucidate both global and Indian rights
frameworks in the digital context. In the international context one may look, in particular, to
work by various UN special agencies, special rapporteurs, as well as global civil society organisa-
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public and private surveillance, online harassment, spread of misinformation and
privacy violations. It has therefore become difficult to argue against the imposition
of any kind of domestic regulation over the Internet in the absence of any global
compact to this effect (particularly given the general recognition that offline law
applies equally online) (United Nations Human Rights Council, 2012) and (United
Nations Human Rights Council, 2016).

The challenge now lies in figuring the optimum tools for regulation of the Internet
and the overall digital ecosystem in ways that will lead to the overall enhancement
of human rights and well being. While on one hand, the state is bound to provide
efficacious remedies to individuals — a need that can only be met through the ap-
plication of some legal framework to the online space — on the other, there are fears
of excessive regulation and increased fragmentation of the Internet through exer-
cise of sovereign controls. A possible route to progress, as noted by the European
Data Protection Supervisor, may be to ensure that all future Internet governance
models are underpinned by a respect for fundamental rights (European Data Pro-
tection Supervisor, 2014).

In the context of localisation, it has been suggested that measures that are imposed
specifically to enhance civil liberties protections should be viewed differently from
those imposed for economic or protectionist reasons. Kuner (2015), for instance,
proposes that a country may decide to “sacrifice a certain amount of economic
efficiency in exchange for promoting other legitimate values that it believes are
furthered by data nationalism”. In response, however, it could be argued that
deciphering the reasons for a localisation mandate is not always straightforward
— governments can and do take actions for multiple reasons that may not be
obvious to analysts at first glance. Even a seemingly protectionist stance can be
brought within a rights discourse — for instance, by pointing to the need to preserve
economic or social rights. Ensuring the protection of one person’s rights over that
of others, such as in case of public order, morality, etc., could be another lens of
enquiry.

Therefore, rather that viewing the issue as a trade-off between civil liberties and
economic development or costs, a more useful exercise would to balance competing
rights — the civil liberties protected by localisation versus those harmed by it. We
attempt to do so in this section by presenting the factual arguments for and against
localisation from a civil liberties perspective. We focus in particular on the rights
to privacy, and speech and expression, which are guaranteed as fundamental rights
under Part IIT of the Indian Constitution.

tions. See Human Rights Council (2016), LaRue (2011), Canatacci (2018), and Necessary and
Proportionate (2014).
4Fundamental rights are inalienable rights that form part of the basic structure of the Consti-
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3.1 Right to privacy

In August, 2017, the Supreme Court of India recognised that there exists a funda-
mental right to privacy under the Indian Constitution (Puttaswamy v. Union of
India, 2017). The Court, in a wide ranging declaratory judgment, found privacy to
be an integral component of numerous fundamental rights, notably rights to equal-
ity (Articles 14-18), speech and expression (Articles 19(1)(a)), and the protection
of life and liberty (Article 21). While recognising that the right could have mul-
tiple facets (informational privacy, freedom from unwarranted stimuli, autonomy
to take decisions, etc.), the court noted, that as with other fundamental rights, the
right to privacy is not an absolute right, and can be restricted on certain overriding
grounds.

The Supreme Court adopted a variety of approaches in reaching its conclusions
(there were six separate opinions given by the nine judges on the bench). However,
there was consensus on the point that any interference in the right to privacy should
satisfy the requirement of a “fair, just and reasonable” procedure established by
law. Further, the majority of judges also converged on certain additional tests to be
used for analysing any privacy infringements. These tests include: the existence of
a law, that the law should seek to achieve a legitimate state aim, and there should
be a rational nexus between the objects and means to adopt them (proportionality)
(Bhandari, Kak, Parsheera & Rahman, 2017).

While it is still early days in India in so far as application of these tests to factual
situations is concerned,' it is clear that to the extent that localisation measures
infringe on the autonomy of individuals in respect of their personal information,
the measures would have to satisfy the Puttaswamy tests.

In the following sections we identify three sets of issues to be considered while
assessing how localisation may affect privacy rights. First, architectural issues
based largely on differences over how centralisation or decentralisation of data may
affect privacy and security of data; second, effects of localisation norms on foreign
and domestic surveillance; and third, adequacy of the existing privacy framework
in India and what localisation may mean for that.'6

tution — that can not be significantly amended or abrogated. Each fundamental right is, however,
subject to a specified set of reasonable restrictions.

The tests and standards were applied and elucidated further in the recent judgment of the
Supreme Court concerning the validity of the Aadhaar identity project (Justice KS Puttaswamy
(Retd.) v. Union of India, 2017).

16 A fourth set of concerns pertaining to the cumulative impact of physical localisation with
other broader localisation norms - such as equipment purchase or import restrictions can also be
considered although this is beyond the scope of how we define localisation for the purposes of this
paper. By limiting access to high technology or more efficient equipment, privacy protections for
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3.1.1 Architectural impact on data security

What would be the privacy and security impact of increased centralisation of
information on account of mandatory localisation? One perspective is that local-
isation may lead to lower data protection as domestic entities may lack access to
the necessary infrastructure and technical or human capacity to implement strong
data security measures (compared to bigger, globally competitive entities based in
jurisdictions of their choice) (Chander & Le, 2015). Kuner (2015) however points
out that this fails to take into account the fact that hackers often target large
global players, precisely because of their size and the quantity of user information
they store (the ‘jackpot’ problem).

A second argument is that the forced splitting of data sets (as may be required with
a mandate to localise certain types of data) can lead to the creation of more points
of failure (Cohen et al., 2017). It is also argued that mirroring requirements may
increase the likelihood of errors in data!” and that the costs of localisation may
lead to a reduction in the ability of entities to adequately allocate and match risks
of data breach with appropriate levels of security.!® These too, can be countered
by pointing to the jackpot problem or the relative merits of decentralisation.!?

It appears that while arguments may be made for and against the impacts of
localisation on data privacy in any specific factual context, it is unclear whether
mandatory localisation is always an appropriate or efficient means to achieving
this end. Equally however, permitting free trans-border flows of data would not
in itself lead to enhanced privacy protections.

Two broad principles emerge from this discussion. One, the chance of a data breach
is determined more by the technical measures, skills, cyber security protocols, etc.,
put in place rather than the mere location of data (J. Hill, 2014). Two, there is a
need for appropriate technical frameworks to be put in place to preserve privacy
both locally and globally — for instance, through building in privacy by design
mechanisms in networks and digital systems and encrypting user data (Sargsyan,

domestic users may be reduced (Cohen, Hall & Wood, 2017).

17 As more copies will need to be updated or maintained, with changes accurately reflected in
each copy (Cohen et al., 2017).

8By having to spread their resources over a large number of locations, global corporations
would logically end up reducing the security at each level, in view of the cumulative costs (Cohen
et al., 2017).

19 An interesting example of the benefits of de-centralising or mirroring data can be found in the
case of the NotPetya malware attacks in Europe in early 2017. The attacks crippled businesses
including that of global shipping giant Maersk, which was able to recover its internal I'T systems
only due to the fact that a data center in Ghana (that was unaffected by the malware attack)
contained a mirrored version of its domain controller data (Greenberg, 2018).
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2016).

3.1.2 Domestic and foreign surveillance

Physically locating all data within the territory of a state leads to a significant
increase in the capacity of law enforcement agencies to access that information,
and consequently surveil domestic residents.?’ Localisation becomes problematic
in this context not just because the data will now be under the physical access
of the state, but also due to the technical measures likely to be implemented to
ensure that the data stays within a country’s boundaries. For instance, localisa-
tion may require invasive checking of IP addresses or other types of addressing
data/metadata.?!

The increasing use of localisation measures is however linked more often with the
Snowden revelations in 2013 that disclosed the pervasive nature of foreign surveil-
lance activities.?? This draws from the argument that while domestic surveillance
can certainly be a matter for concern, foreign surveillance is arguably more prob-
lematic due to the challenges that this poses for national security, as well as the
inability of the public to carry out any democratic oversight of such mechanisms
(Kuner, 2015). While this argument has its merits, the effectiveness of using loc-
alisation as a counter to foreign surveillance needs to be questioned on certain
counts.

First, besides the direct measures used by foreign intelligence agencies to access
data through corporations situated in their own jurisdictions, reports have also
indicated the extensive use of extra-territorial measures. Access to data stored on
domestic networks and computer systems of numerous countries, including India
was enabled through the use of tampered hardware (Greenwald, 2014); by injecting
malware into systems (Gallagher & Greenwald, 2014); and securing physical access
through entities operating domestically (Press Trust of India, 2014). Given the
complexity of these issues, deeper thinking is needed on a variety of fronts. The
solutions may, for instance, range from developing local manufacturing capacity,
ensuring multiple communication channels into and out of the country, checks on
import of hardware systems and other mechanisms for improving network security.

208ee Chander and Le (2015) and J. Hill (2014). For instance, it was reported that Russian
data localisation norms were to a large extent put in place due to the problems that domestic
intelligence agencies had with cracking the https protocol, which was used primarily by non-
Russia based websites (Nocetti, 2015).

21Data sets may also have to be tagged to ensure they can be identified and processed within
the country or exported as appropriate, further exacerbating privacy concerns (Chander and Le
(2015) and J. Hill (2014)).

22Gee Chander and Le (2015), J. Hill (2014), and Hoffman (2015).
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Localisation on its own is not likely to be a sufficient barrier against sophisticated
intelligence threats from abroad.

Second, in today’s geo-political ecosystem, personal data can be viewed as a cur-
rency to be traded between nation states — implying that all countries have a
rationale to capture as much data as possible (Sargsyan, 2016) and are often com-
plicit in its exchange. The Snowden revelations, for instance, revealed not only
the broad information sharing arrangements between the 5-eyes countries (the
United States, the United Kingdom, Australia, Canada, and New Zealand) but
also how numerous other countries (including India) have signed up as third party
partners.??

Third, laws such as the Clarifying Lawful Overseas Use of Data Act (CLOUD
Act) passed by the United States permit American executive authorities access to
offshore data held by American companies, (while also permitting foreign countries
to enter into agreements with their American counterparts to access data held by
American companies.?*

Finally, there is the fact that citizens in countries with poor checks and balances
often do not have any real or effective mechanisms to challenge state surveil-
lance mechanisms. Additionally, domestic executive agencies will generally pose a
greater threat to an individual than foreign agencies, due to the relative ease of
applying coercive action within a state’s boundaries. Nevertheless, one must also
consider that localising data may enable the exercise of legal rights by local citizens
against any form of unauthorised access to data, including by foreign intelligence
agencies.

3.1.3 Adequacy of the data protection framework

The increasing privacy awareness in India, particularly after the Puttaswamy case
and the Cambridge Analytica-Facebook incident, is often used as a peg to demand
the localisation of personal data.?® Given the variety of information shared online,
and the possible harms that may occur from unauthorised disclosures, there is no
doubt that we need better systems for protection of Indian data and particularly

23See Borger (2013) and Geist, Gjerding, Moltke and Poitras (2014). Interestingly, India and
the US are currently in the process of executing a number of agreements that could facilitate

easier exchange of information for both military and civilian use. See Sehgal (2018) and George
(2018).
24The enactment of the CLOUD Act itself is not without controversy, and the law is facing
pushback from civil rights activists as well as large corporations such as Microsoft (Ruiz, 2018).
ZRefer for example to the Justice Srikrishna Committee’s analysis of the matter (Srikrishna
Committee, 2018).
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data of a sensitive nature. It is however questionable whether merely locating
data within the territory of India would actually make it any safer or less likely
to be misused, particularly till the time that we have in place a holistic and well-
functioning data protection law.

While the Srikrishna Committee has published a draft Personal Data Protection
Bill, 2018, the provisions in the bill do not necessarily go as far as they could,
particu-larly to safeguard against unchecked state surveillance.? In any event, it is
unclear how long it will be before relevant legislation can be enacted in India and
further, how long it will take to build the necessary institutional capacity to
adequately investigate and prosecute breaches under this law. This is particularly
significant as current Indian laws pertaining to surveillance provide significant
leeway for the state to exercise fairly intrusive powers. It is in fact arguable that
current laws pertaining to surveillance (as contained in the IT Act and Telegraph
Act, 1885) do not comply with Supreme Court’s dicta laid down in the Puttaswamy
case (Bailey et al., 2018).

The existing privacy framework under the I'T Act continues to be woefully inad-
equate, in terms of substantive protections, remedies and implementation.?” In the
circumstances, putting in place sweeping data localisation requirements without a
commensurate and strong data protection regime could act to lower rather than
strengthen the protection accorded to Indian data.

26While the draft bill proposes far greater set of protections than what is currently available,
including through improved grievance redressal and punitive processes, it also has several short-

comings. The exceptions granted for instance, to the state, do not inspire confidence that the
localised data will be safe from unauthorised or arbitrary use. To illustrate, Sections 13 and 19 of
the draft law provide the state with wide grounds to process an individual’s data. Even sensitive
personal data may be processed if ‘strictly necessary’ for the exercise of any state function au-
thorised by law (for the provision of a service or benefit to the data principal). More worryingly,
Sections 42 and 43 of the draft law provide broad exemptions from the law for actions taken in the
interests of security of the state and for the prevention/detection/prosecution, etc. of offences.
The draft law therefore fails to implement many procedural or other safeguards required to pro-
tect citizens from state excesses as far as surveillance is concerned (Bailey, Bhandari, Parsheera
& Rahman, 2018).

2"Not only are the substantive provisions of law inadequate, for example, the Indian legal
framework lacks some basic protections that are part of well-developed data protection laws,
such as provisions for data breach notifications, the remedies available under the law are, also
limited to compensation under Section 43A and penalty for disclosures made in breach of a
contract under Section 72A of IT Act.
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3.2 Freedom of speech and expression

Article 19(1)(a) of the Indian Constitution protects the right to speech and ex-
pression, which may be restricted only on the grounds provided in Article 19(2).%
Article 19(2) uses the phrase ‘reasonable’ to qualify the permissible scope of a re-
striction.This generally implies a lack of arbitrariness, vagueness or excessiveness
in the measures adopted (Basu, 2012).?° Reasonability also implies the need for
a ‘proximate nexus’ between the harm sought to be prevented against and the
restrictive measures adopted by the government (Bhatia, 2016).

The right to expression has been held to include within it the right to both dissem-
inate and receive information.?® Indian courts have also recognised the important
role of the Internet in enabling the right to expression, notably in the Shreya Sing-
hal v. Union of India (2015) case. Referring to the Internet as a ‘marketplace of
ideas’, the Court observed that the Internet enables individuals to access many
different points of view. Accordingly, it struck down Section 66A of the IT Act
- which penalised the sending of offensive messages through computers - as being
overbroad. In support, the Court cited the possible chilling effects of such a law,
as well as its susceptibility to misuse (due to its vague and imprecise nature and
the lack of procedural safeguards to limit its use).3!

Applying this to the context of data localisation measures would imply that the
scope of the measure may need to be narrow in view of the Internet’s character as a
tool to further expression rights.??> That said, despite the general recognition of the

28Restrictions may be imposed on grounds of the sovereignty and integrity of India, the security
of the State, friendly relations with foreign States, public order, decency or morality, or in relation
to contempt of court, defamation or incitement to an offence.

29Courts often give importance to the need to implement procedural guidelines to limit un-
fettered exercise of state power. See for instance, (People’s Union of Civil Liberties (PUCL) v.
Union of India, 1996).

30(Secretary Ministry of Information and Broadcasting, Government of India v. Cricket As-
sociation of Bengal, 1995). Notably, in this case the Supreme Court has opined on the need for
citizens to have access to a plurality of views on all public issues, so as to ensure an ‘aware’
citizenry

31The Court did however recognise that special offences may be created for the Internet in
view of the nature of the medium and the particular problems that it may create to society.
The Court also read down IT Act provisions pertaining to intermediary liability to ensure that
content would only have to be taken-down through a process accessible only to law enforcement
agencies and courts.

32Tn this context, it is also worth noting that the Internet has also been accorded certain special
protections — notably in the form of net neutrality regulation. Both the Telecom Regulatory
Authority of India (TRAI) and the Government of India have accepted the principle of network
neutrality in order to preserve the openness of the Internet, and the ability of users to freely
access content. By limiting the ability of service providers to create ‘walled gardens’, the telecom
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importance of the Internet to the furtherance of civil liberties, we see a worrying
trend where the government and courts often end up using blunt instruments
such as blanket Internet shutdowns in the place of more targetted/proportionate

measures.>?

Localisation could affect expression rights in a number of ways given that the
Internet is built on the principle of easy transfer of information across borders
(Chander and Le (2015) and Plaum (2014)). It could effect access to transbor-
der media and applications — particularly insofar as smaller content providers are
concerned. To illustrate, smaller foreign platforms, while used or accessed by In-
dians, may not view the country as their primary market to justify the costs of
complying with stringent or overbroad localisation norms.** Localisation may also
permit greater censorship of domestic dissident or political voices and affect the
extent to which Indian content is accessible abroad.?® Moreover, besides limiting
the overall generativity of the Internet, localisation can also have a negative effect
on the ability of the scientific and business community to innovate with big data
solutions at a global scale, and hinder innovation based on the Internet of Things
and the sharing economy:.?

While merely locating data in a country does not in itself (or automatically) make it
vulnerable to censorship (or surveillance); data would certainly be more vulnerable
if the country the data was located in had laws that gave the state greater powers
of restricting access to content, or indeed if the country the data was located in did
not have the capacity or will to ensure proper oversight and accountability of its
executive agencies. The use of extra-legal measures is also more tempting should
data be localised.’”

In this context, it is useful to briefly examine the current state of Indian laws as
regards censorship of the Internet. As with surveillance, the state has the power
to block online content using either specific laws under the I'T Act, 2000 or general

regulator recognised that “the use of Internet should be facilitated in such a manner that it
advances the free speech rights of citizens, by ensuring plurality and diversity of views, opinions,
and ideas” (TRAI, 2017), (Bhargava, 2016).

33See Bhatia (2017a), Bhatia (2017b) and Hariharan and Baruah (2015).

34There are examples to show that the the imposition of the General Data Protection Regu-
lation in Europe earlier this year saw numerous American services — ranging from online games
to newsmedia companies making themselves unavailable in Europe. See Connolly (2018) and
Sentance (2018).

35See Chander and Le (2015) and Chander (2011).

36See Zittrain (1974), Ursic, Nurullaev, Cuevas and Szulewski (2018) and Ahmed and Chander
(2016).

37There is no real incentive for law enforcement agencies to consistently adhere to due process
norms given that Indian law does not bar the introduction or use of illegally acquired evidence
(State (N.C.T. Of Delhi) vs Navjot Sandhu, 2005).

Accessed at https://www.nipfp.org.in/publications/working-papers/1837/ Page 23



= Working paper No. 242

laws such as the Criminal Procedure Code, 1973. Sections 69A and 79 of the
IT Act permit executive authorities to order the blocking of online information on
similar grounds as present in Article 19(2) of the Constitution of India. Procedural
guidelines have also been laid down to restrict how the state may exercise its
powers of censorship.®® The provisions of these laws provide great latitude to the
government to censor online content.?® Notably, the Blocking Rules have been used
to ban thousands of websites every year, including relatively innocuous services
such as Github and Sourceforge.*°

In addition to the use of the Blocking Rules, Indian authorities frequently rely
on generic provisions such as Section 144 of the Criminal Procedure Code, 1973,
to restrict access to content on the Internet.*! This power has been used more
frequently in recent years for reasons ranging from the prevention of violence to
the prevention of cheating in exams (Bhatia, 2017a).*?

As mentioned previously, localisation need not ipso facto render content more
susceptible to censorship. Censorship is a function of the domestic legal system —
both in terms of the latitude it provides to state agencies acting within the scope
of the law, as well as the deterrance against using extra-legal measures. What
the growing number of shutdowns in India demonstrates is that the Indian state
is increasingly resorting to broad based censorship measures in the digital space.
Given the rising instances of online censorship in the country, it is possible that
localisation may provide another tool for the state to carry out censorship more
easily and effectively. In addition to the ease of being able to apply Indian laws
to establishments located within the country, one may also consider, for instance,
whether the government could apply Section 144, CrPC to server farms thereby
prevent access to content hosted domestically. Such a restriction may render the
content inaccessible anywhere in the world — not just in the relevant areas where
a public order disturbance may be feared.

While it has been argued that localisation requirements may ensure that Indian

38Refer to the IT (Procedure and Safeguards for Blocking for Access of Information by Public)
Rules, 2009, (Blocking Rules), as well as the IT (Intermediaries Guidelines) Rules, 2011.

39See Pahwa (2015) and Bhatia (2015).

40See SFLC (2015) and SFLC (2014) on scale of banning of websites and Panday (2016) and
Wikipedia (2016) for examples of some known incidents.

41Section 144, authorises the use of prohibitory orders to prevent public order disturbances.
The provision was originally sused to secure the public from damage and prevent law and order
situations from spiraling out of control (Bhatia, 2017a). However, more recently, the provision
is being used to force telecom service providers to disconnect or shutdown the Internet in any
given area (Hariharan & Baruah, 2015).

42There were 172 instances of Internet shutdowns recorded in India between January 2012 and
April 2018. Of these, the highest number of 70 shutdowns were observed in 2017 (SFLC, 2018).
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data continues to be available in the case of disconnection from the broader Inter-
net, we believe this to be improbable and insufficient justification to impose broad
localisation measures. At best, this may point to the need to localise certain
particularly important or sensitive types of data.

To sum up, in the absence of more general legal reform, broad data localisation
requirements may indeed harm the expression rights of Indian citizens due to the
increased ability of the state to restrict access to content hosted locally, as well as
by limiting access to content of smaller services (domestic or foreign), which may
not be able or willing to bear the costs of localisation.

4 The government functions perspective

A second set of arguments posed in the context of localisation concerns the need
for the state to exercise control over the online domain in exercise of the functions
of the state. These arguments are made in a variety of contexts, ranging from the
need to ensure protection of citizens (for instance, by taking down content that is
illegal), to ensure law enforcement and regulatory agencies have access to Indian
data upon request, and finally, to limit the ability of multinational corporations to
avoid local laws (avoiding taxes on online service providers, the unwillingness to
respond to law enforcement requests, etc). In this section, we attempt to analyse
these claims in greater detail.

It is an accepted principle of international law that it is the duty of a state to
ensure that individuals have an effective remedy for breach of their rights. In the
online context, given that “governments no longer have the ability to easily enforce
laws, manipulate data and information flows and secure privacy and security...”
(Sargsyan, 2016), it is arguable that localisation mandates may promote rights
protection of domestic citizens by enhancing the enforcement capabilities of the
state. For instance, in the case of data hosted abroad, an Indian citizen may
not have an effective remedy against foreign based services providers (as this may
require filing of claims in the foreign jurisdiction). Localisation may however make
it easier for local authorities to exert jurisdiction and therefore help local citizens
secure effective remedies.

On the face of it, it therefore appears that localisation would aid law enforcement
and other agencies implement local laws more effectively. It would not be a stretch
to argue that companies are far more likely to respond to requests from local
law enforcement in circumstances where these agencies are in a position to take
punitive action against physical infrastructure or personnel. However, this comes
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with certain caveats.

First, with the growing usage of encryption techniques, localisation in itself may
not be a sufficient tool to achieve the desired level of access. As an example, con-
sider the Apple-FBI imbroglio in the United States, where the company refused
government requests for help in decrypting data stored in a device in the govern-
ment’s jurisdiction (Khamooshi, 2016). Governments may therefore need to follow
additional legal processes or resort to extra legal means to coerce compliance in
such cases.*3

Second, it is likely to prove difficult to enforce localisation mandates per se(Chander
& Le, 2015). Given the technical difficulty with enforcing localisation norms, while
it is likely that most law abiding actors will indeed comply, scofHaws can continue
to act in violation of the law. Further, localisation norms could drive criminal
elements to use more privacy enhancing technologies that may undermine enforce-
ment capabilities further (Chander & Le, 2015). Data localisation will not imply
that it will become impossible to send data packets out of the country — it would
merely make this difficult and subject to legal action. A person acting in bad faith
could therefore continue to transfer data abroad despite such a provision. Having
said that, it must be kept in mind that a large proportion of data requests by the
government are to the biggest online actors - Google, Facebook, etc. It is unlikely
that such entities would actively disregard the domestic law in a jurisdiction as
large and economically important to them as India.

While Indian authorities have repeatedly pointed to the need for and apparent
unwillingness on the part of global intermediaries such as Google and Facebook
to comply with government requests for information, as noted by the Srikrishna
Committee (2018), this does not necessarily imply a recalcitrance on the part of
these businesses to comply. It may, for instance, indicate vague or improper re-
quests being made on the part of the government. That said, anecdotal evidence,
as well as the existence of mechanisms such as the PRISM program revealed by
Snowden, do show the extent of information sharing by large internet intermedi-

aries with governments in their home countries as compared to countries such as
India.

The concerns of Indian agencies largely emanate from two related issues: first,
the issue of evasion of Indian laws, and the challenges to Indian jurisdiction by
foreign multi-national corporations (MNCs) operating in India; and second, the

43In the Indian context, one may reference the Blackberry imbroglio in around 2008-13 when
the government requested access to encrypted Blackberry communications. After initially refus-
ing the government’s request, Research-in-Motion eventually gave in to pressure, setting up a
server in Mumbai to enable lawful access to Indian law enforcement agencies (Horwitz, 2013),
(Bohn, 2012) and (Singh, 2012)
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challenges being faced in the use of MLATSs and letters rogatory (that are issued
by courts), the existing mechanisms available to authorities in India for accessing
evidence housed in other jurisdictions.

With respect to the first issue, government agencies have often expressed their
dismay in securing compliance with domestic legal requirements by Internet-based
services. For instance, in a case relating to the purported online game ‘Blue Whale
Challenge’ the Madras High Court referred to the problems faced in conducting
cyber investigations in India — many online services do not have nodal officers in
India or often take the stand that the service is “provided by another company
incorporated in USA or any other foreign country and that therefore they are not
in a position to furnish the information sought for” (The Registrar (Judicial) vs
Secretary, 2017).4

On the second issue, it has been noted that authorities are often unable to access
data (or do so in a timely manner) due to complexity of the MLAT procedures
and the need to satisfy the legal requirements of the other country in order to gain
access to the data. For instance, the Stored Communications Act in the United
States requires a warrant issued in the US before providing access to a user’s con-
tent data, a process that also needs to be followed by investigating officers in India
before getting access to such data from the United States (Mohanty & Srikumar,
August, 2017). Further, it is also worth noting that the scope of MLATSs and
similar arrangements is limited to exchanging or procuring data that is required
for the purposes of criminal proceedings. Information pertaining to general com-
pliance requests from regulatory bodies would therefore not fall within the ambit
of such frameworks.

The Telecom Regulatory Authority of India (TRAI) has, in its Recommendations
on Cloud Services (August 2017), suggested dealing with these issues by: (a) sign-
ing more comprehensive MLATs with a wider range of countries (India currently
has signed MLATSs with only 39 countries); (b) ensuring MLATS are sufficiently
detailed to resolve differences in interpretation of laws; and (c) ensuring the in-
clusion of provisions that enable speedy processing of requests (including through
the use of electronic systems). The Indian government could also, at least in the
context of US based companies, use the CLOUD Act*® to secure easier access to
Indian data held by them.

44Other prominent cases involving regulation of online intermediaries and services have arisen
in the context of the Facebook-Whats App privacy policies, online pornography, advertisements
on pre-natal sex determination tests and videos of sexual violence. See (Chawla, 2017).

45The legislation empowers executive agencies in the US and India to enter into an agree-
ment whereby Indian executive agencies would be able to directly secure access to information
pertaining to non-US persons from US based companies.

Accessed at https://www.nipfp.org.in/publications/working-papers/1837/ Page 27



=

N2 Working paper No. 242

It therefore appears that to the extent that government access is the issue, there
may be certain less intrusive measures that could be explored in order to achieve
the same ends. A precondition to this would be the need to identify the specific
problem being faced by law enforcement or other regulatory agencies in accessing
any particular type of data (which may be held by communication providers, inter-
mediaries or regulated agencies). This will enable more targeted interventions to
be considered rather than implementing sweeping localisation norms. Such meas-
ures may include limited localisation, say by requiring a copy to be retained within
the country, where it can be demonstrated that immediate and on-demand access
to specific types of data is necessary for the discharge of certain functions.

Another argument that has been raised by some domestic firms while making a
case for localisation by competing foreign firms is that the absence of localisation
allows “foreign companies to exploit local market data without paying fair taxes”
(PhonePe, 2018). This is supported by the view that hosting of local servers in
the territory of a country would make it possible to assert the existance of a ‘fixed
place of business’, hence attracting taxation provisions by virtue of becoming a
permanent establishment (Collin & Colin, 2013). The need for data localisation
to achieve this end has however come into question in light of new thinking on
the exercise of taxation powers in the digital economy. Borrowing from the option
suggested under Action Plan 1 of the Organisation for Economic Co-operation
and Development’s work on Base Erosion and Profit Shifting, the Finance Act,
2018 introduced an amendment to the income tax law in India to incorporate the

concept of ‘significant economic presence’.*6

As per Section 9, Explanation 2A of the Income Tax Act, 1961, significant eco-
nomic presence!” of a non-resident in India would constitute a ‘business connec-
tion’, hence making such income taxable in India. The provision also clarifies that
whether the non-resident has a residence or place of business in India would not
be relevant for determining the existence of a significant presence. Besides this,
India has already adopted an ‘equilisation levy’ since 2016 that provides for the
imposition of taxes on advertising revenues earned by foreign firms through busi-
ness carried out in India without having a permanent establishment here (Jha,

46See OECD (n.d.) and Patnaik (2018). The OECD previously maintained that there was
a distinction between the physical location of servers, which involve a physical presence, as
opposed to ‘data’ and ‘software’ that cannot constitute a permanent establishment since they do
not involve any tangible property (Collin & Colin, 2013).

4"Defined to mean (i) a transaction in respect of any goods, services or property carried
out by a non-resident in India, including provision of download of data or software in India,
if payments arising from such transaction exceed a prescribed amount; or (ii) systematic and
continuous soliciting of business activities or interaction with more than a prescribed number of
users through digital means.
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2018). The initiation of these moves weakens the argument of using taxation as a
justification for data localisation.

5 The economic perspective

The growth of the Internet and accompanying data flows have been key drivers of
economic growth in the last few decades. Localisation demands, however, seem to
ignore the fact that one of the benefits of the Internet has been to create efficiencies
through enabling the global distribution of data and services. A study by Mckinsey
Global Institute found that in 2014 the direct impact of cross-border data flows
had raised world GDP by 3 percent (worth about $2.2 trillion in 2014), which
exceeded the contribution of trade in traditional goods in that year (Manyika et
al., 2016).18

Yet, the oft-cited references to data being “the new oil” also come with the real-
isation that a handful of corporations (the likes of Google, Amazon, Apple, Face-
book and Microsoft) exercise significant control over this resource (The Economist,
2017). In terms of hosting locations, 42 percent of the world’s top million sites are
based in the United States and Canada, 31 percent in Furope, only 12 percent in
the Asia Pacific region and the remaining in other parts of the world (Manyika et
al., 2016). The measures being adopted to bridge these gaps range from a push for
tighter regulation of the technology sector to looking at data localisation as a tool
to promote the domestic industry. India’s recent policy push towards localisation
also refers to goals like “nurturing digital innovation” and “stimulating domestic
digital economy” (e-Commerce Task Force, 2018). Similarly, the Srikrishna Com-
mittee’s report refers to the “positive impact of server localisation on creation of
digital infrastructure and digital industry”.

In examining the effect of localisation measures on the economy, one must also
relate this with the impact that it would have on individual businesses. Article
19(1)(g) of the Constitution protects the freedom to practice any profession, or to
carry on any occupation, trade or business. As with other fundamental rights, this
right is also subject to certain reasonable restrictions. Restrictions in this regard
may be imposed on grounds of the activity being anti-social or against public wel-
fare, in addition to the specific grounds in Article 19(6).*® Notably, the government

48 Adding to this the indirect impact in terms of the impact of cross-border data transfer in
enabling other types of flows (like transfer of goods through global e-commerce), Manyika et al.
(2016) found that the contribution would be closer to $2.8 trillion.

49S0dan Singh v. New Delhi Municipal Corporation, 1988. The scope of the right to business
in india, however, does not extend as far as under the European Charter of Fundamental Rights
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may impose licensing and other conditions on businesses.?® Accordingly, the state
may legitimately impose restrictions on cross-border flows of data in the interests
of public welfare, despite the apparent costs that it may impose on businesses.

While it may be difficult to demonstrate that localisation measures would result in
the violation of the rights under Article 19(1)(g), the effects of localisation on
businesses should nevertheless be a consideration from a policy perspective. The
increasingly intertwined nature of the economy with the Internet implies that curbs
on online businesses would necessarily have several economic implications. In this
section we unpack the arguments around measuring the economic impact of data
localisation, on domestic industries as well as global businesses. This is followed by
a discussion on the broader debates around localisation in the context of
international trade agreements.

5.1 Measuring the economic impact

One of the main arguments against mandatory localisation stems from the cost
that it is likely to impose on businesses and consequently, their consumers and
the economy as a whole. Widespread localisation norms will mean that businesses
and other users — both domestic and foreign — will no longer have the flexibility to
choose the most cost-effective or task-specific location to store their data. These
efficiency losses will ultimately be passed onto consumers in the form of higher
costs of service. While the literature on data localisation frequently makes these
assertion, only a handful of studies have attempted to undertake an actual cost-
benefit analysis of data localisation measures.?!

5.1.1 Costs of data localisation

Despite the lack of significant economic literature on this subject, the purported
costs of localisation measures are often raised as a ground to argue against the
imposition of such measures. Most commentators refer to just two prominent
studies on this subject — a 2014 study by the European Centre for International
Political Economy and another one in 2015 by Leviathan Research (in association
with Google) — both of which note that the costs of localisation outweight its

and Freedoms (EUChFT), which has been interpreted more broadly, to include the economic
interests connected with running a business (Carss-Frisk, 2001).

50For instance, licensing for cable TV operators was held to be legal and not a restraint on
trade in Shiv Cable v. State of Rajasthan (1993).

51Bauer, Lee-Makiyama, der Marel and Verschelde (2014), Bauer, Ferracane and van der Marel
(2016) and Leviathan (2015).

Accessed at https://www.nipfp.org.in/publications/working-papers/1837/ Page 30



N2 Working paper No. 242

=

benefits. While the findings of these studies remain contested (Gurumurthy &
Chami, 2017), in the absence of any other evidence on this subject, we find it
useful to examine the findings of these reports in some detail.

In the study conducted for the European Centre for International Political Eco-
nomy, Bauer et al. (2014) quantify the expected losses from data localisation re-
quirements and related measures in seven jurisdictions, including India.”> They
find that imposing economy-wide data localisation requirements could reduce the
Indian GDP by 0.8 percent and domestic investments by 1.4 percent.?® The study
also looked at the welfare costs of data regulation on a per worker basis and find
that for India, the loss per worker would be equivalent to 11 percent of the average
month salary. The authors finally conclude that “any gains stemming from data
localisation are too small to outweigh losses in terms of welfare and output in the
general economy”.

Building further on this study, Bauer et al. (2016) found that the impact of data
localisation on specific sectors varies depending on the extent to which a particular
sector is dependent on data inputs. As a result, the negative impact was found
to be higher for sectors like communication services, financial services and other
data-intensive businesses. This led the authors to conclude that tighter restrictions
of free flow of data would cause an economy’s production structure to shift back
towards sectors such as agriculture, raw materials and natural resources.

Moving away from the macro-level approach of the above studies, Leviathan (2015)

looked at the effect of forced data localisation laws on individual businesses by cal-
culating the cost difference on a per-hour, per-server level. The study focused on
public “Infrastructure as a Service” (IaaS) cloud computing providers and found
only seven cloud providers globally met the selected criteria.’® None of the iden-
tified providers had data centers in India. As a result, domestic users would
either have to use traditional datacenters, with accompanying capital investment
in hardware and periodic upgrade costs, or they would have to enter into spe-
cifically negotiated business contracts with non-public cloud providers. In case of
countries that did have such data centers, the researchers found that forced data
localisation laws would require local companies to pay 30-60 percent more for their

52Besides localisation requirements, the study also takes into account other legal obligations
that may increase compliance costs, such as consent requirements, right to review personal

information, security breach notifications, etc.

53Imposing even sectoral data protection norms could arguably have a similar (albeit smaller)
effect on the economy, particularly in the short to medium term as online businesses and service
providers work to recalibrate their supply chains and infrastructure in India.

54 Amazon Web Services, DigitalOcean, Google Compute Engine, HP Helion Public Cloud,
Linode, Microsoft Azure and Rackspace Cloud Servers. It is worth noting however that the
funding for this study was provided by Google.
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computing needs if the data had to be housed in a local server.

5.1.2 Impact on the domestic industry

Information technology (IT) is one of the key sectors in India’s growth story, which
contributed about 7.9 percent of India’s GDP in the year 2017-18 (MeitY, 2018).
The export of I'T services and the outsourcing industry, also referred to as busi-
ness process management (BPM), contributed about 51 percent and 21 percent,
respectively to India’s IT exports in the previous year.”® India’s advantage in the
sourcing sector is also evident from the fact that it accounted for approximately
55 percent market share of the $ 185-190 billion global services sourcing business
in 2017-18 (IBEF, 2018).

This makes it important for the policy framework in India to consider the stra-
tegic impact of its localisation moves on the domestic IT services industry.’® On
one hand, there is a recognition that the “development of automation technology
and increasingly protectionist measures globally” are resulting in changing global
demands, which will have significant implications for the Indian outsourcing in-
dustry (NITI Aayog, 2018). On the other, it remains true that despite these
shifts, the sector will continue to remain relevant for India in the short to me-
dium term. Therefore, India’s role in furthering a global push towards increased
data localisation needs to be considered more carefully, since the implementation
of any reciprocal localisation measures may dramatically affect the development of
this sector. This is also vital from a long-term economic perspective. Given India’s
dominant position in the business processing and outsourcing industries,
implementing measures that could hamper growth of this sector would appear
detrimental to its national economic interests. One should also keep in mind that
as global businesses grow, they also seek to leverage domestic skill sets to service
global clientele. For instance, Cisco has established global development centres
in India to take advantage of the large number of engineering students in the
country.®” Similarly, Google houses many of its research centres in locations
around the world, including India. Broad localisation measures may impact the

°In the financial year 2017-18 the Indian IT industry was worth $167 billion of which $126
billion was in exports (IBEF, 2018).

56When the IT rules were notified for the protection of sensitive personal data there was some
uncertainty around their application to the outsourcing industry. This led to a clarification
from the government that the requirement to obtain consent from users was not applicable to
outsourcing service providers servicing other companies based in India or abroad (Hunton, 2014).

5TCisco’s Bangalore centre, the largest facility outside the US, has apparently filed for over
1000 of the company’s patents (Manyika et al., 2016).
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way such globalised businesses function, thereby affecting India’s developing soft-
ware industry and by implication its economic interests.

That said, one of the arguments used in favour of data localisation is that it would
provide a boost to the local computer hardware and software industry and generate
local employment. Researchers have contested this view on the following grounds.
First, bulk of the capital goods (diesel generators, cooling systems, servers, and
power supply devices) that are deployed in the creation of data centers are generally
imported from global suppliers (Chander & Le, 2015). Second, while the building
of data centers will involve the engagement of construction workers in the initial
phase, the actual running of the centers does not generate much direct employment.
Cory (2017) illustrates this with the example of a $1 billion data center built by
Apple in North Carolina, United States in 2011, which created only 50 full-time
jobs and another 250 support jobs in areas such as security and maintenance.

Another powerful narrative that has emerged in recent times is about the need
for domestic mechanisms for the creation, sharing and use of data for the devel-
opment of artificial intelligence (AI) development. To quote from the Srikrishna
Committee’s report, “The growth of Al is heavily dependent on harnessing data,
which underscores the relevance of policies that would ensure the processing of data
within the country using local infrastructure built for that purpose.” The Commit-
tee then goes on to note that these benefits can be achieved by ensuring that at
least one copy of personal data is stored in India and that more sensitive, critical
personal data is processed and stored only in India. The flaw of this argument
lies in the assumption that mere storing data of data in India would automatically
make it accessible for all sorts of beneficial research. Assuming all the big MNC
companies do agree to localise data produced by Indians, this data would still
continue to be held by foreign MNCs. Physically locating the data in India would
not really enhance the ability of Indian companies to access it.

Given that the data in question is personal and sensitive and critical personal data
of individuals, its use will be governed by the protections under the proposed data
protection law. Within the scope of the legal framework, the authority to decide
on the purposes for which the data will be used vests with the ’data principal’
or the ‘data fiduciary’ — defined in the draft Bill to mean the person who alone
or in conjunction with others determines the purpose and means of processing of
personal data.’® Therefore, unless the state proposes to use other tools for the
coercion of data disclosure by private entities, its storage or processing in India
would not lead to any automatic benefits for AI development. Of course, this may
not be the case should foreign companies refuse to localise and exit the Indian
market.

58Section 3(13), Protection of Personal Data Bill, 2018.
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In any event, to the extent that the draft Bll allows for the exclusion of anonymised
data and exceptions for use of personal data for research purposes, these provisions
would be applicable irrespective of where the data is stored. Therefore, anonymised
data - irrespective of where it is held - can be put into the public domain in India for
the benefit of any interested parties. Localisation measures (or the absence of such
measures) would have no bearing on this.

5.1.3 The global nature of modern businesses

With the growth in global trade and services, many businesses require the flexibility
to analyse large volumes of data from across different jurisdictions. For instance,
in the context of online payments, real time fraud detection relies on noting un-
usual payment patterns across jurisdictions. Equally, issues such as transnational
crime, money laundering, etc., involve processing data from multiple jurisdictions
(Srikumar & Mohanty, 2018). Businesses also derive efficiency gains from being
able to leverage the economies of scale derived from having common processes for
all their data. A data localisation requirement would therefore have significant
implications for how existing systems are designed and implemented. Specifically
in the context of the draft Personal Data Protection Bill, 2018, which only requires
localisation of personal data covered by the law (i.e. Indian personal data), busi-
nesses will have to segregate their user data based on the location of the user, and
the type of data. This would be in addition to the costs of procuring additional
infrastructure within the country.

Chander and Le (2015) note that localisation requirements also interfere with
the access to technologies like cloud computing, the Internet of Things, and big
data analytics. The authors elaborate that localisation threatens big data in at
least two ways — by imposing limits on data aggregation due to increased costs
and complexity; and eroding the informational value that can be gained from
cross-jurisdictional studies. Further, localisation may also deter businesses from,
or reduce the effectiveness of, practices such as ‘sharding’® of databases, which
improves performance and helps in protection of the data.

While it is difficult to assess the extent to which localisation requirements may
deter the entry of new players or impede the growth of existing businesses, some
trends can be expected. First, despite posing the strongest resistance, large global
players will be better positioned to absorb the additional costs of localisation com-
pared to smaller players. This will serve to strengthen their dominance in various

*Sharding involves dividing databases into discrete parts, allowing for smaller more easily

managed portions of large databases to be kept at different locations.)
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sectors, at least in the short run.%% Second, localisation will create entry barriers
for certain types of service providers for whom India is not significant enough a
market to justify the costs of localisation.®t This, as discussed previously, can
potentially impact the ability of consumers to access new and innovative services.

5.2 Readiness of India’s data center infrastructure

While discussing the costs and benefits of localisation it is also relevant to keep
in mind the reality of India’s current data center capabilities. In the absence of
external pressures, an entity’s decision about the location of data centers is based
on a number of factors, which may be geographic — firms may choose to locate close
to core customers or seek cooler climates; economic — the costs of electricity, in-
frastructure facilities, tax structures; technical — link with core backbone networks
or political — low political risks (Azmeh & Foster, 2016). It therefore becomes
relevant to question how India fares on these parameters in terms of being a viable
location for the setting of data centers and creation of cloud storage facilities.

A Gartner study in 2015 found that India held just about 1.2 percent of the world’s
data center infrastructure and 5.23 percent in the Asia-Pacific region (IAMAI,
2016). Taking into account factors like energy cost, international bandwidth, ease
of doing business and taxation provisions, Cushman & Wakefield (2016) Data
Center Risk Index score placed India at thirty sixth position, with a score of
47.84 (out of a highest score of 100).5% In terms of the readiness of India’s cloud
ecosystem, ACCA (2018) scored India at 49.1 out of 100 (twelfth out of fourteen
Asian countries in the study) on its ‘Cloud Readiness Index’. To provide some
context, India fares worse than other developing countries like Brazil, South Africa,
Indonesia and Malaysia, although it does better than China and Vietnam. A large
part of this attributed to the weakness of our cloud infrastructure.

Moreover, studies have also show that India is a relatively expensive destination
when it comes to the issue of affordability of cloud hosting services. The Cloud
Security Alliance’s 2017 Report on the State of Cloud Adoption in Asia Pacific

60Farly data on implementation of the GDPR indicates that large companies are far better
positioned to meet compliance requirements of strict data protection laws (Kostov & Schechner,
2018).

61The experience in EU shows that the mere imposition of higher data protection standards
(without mandating localisation) also affects service provision. This can be seen from examples
of various online gaming sites that decided to withdraw access to European users post the
implementation of the GDPR in May, 2018 (Andres, 2018).

62The top three destinations as per this index are Iceland, Norway and Switzerland, which
score in the range of 90 to 100.
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ranks India at number 10 out of 11 countries studied for affordability of cloud
services after adjusting for cost of living (Choi, Huang & Law, 2016). This is taking
into account factors like the cloud service cost, Internet cost, basic utilities cost
and rental cost. Therefore, the data center infrastructure in India continues to be
underdeveloped due to the costs involved in building large data centres, the absence
of proper downstream infrastructure such as uninterrupted power supply as well
as weather conditions in India which necessitate greater expenditure on cooling.%?
Essentially, present conditions make it uneconomical and inefficient to host large
quantities of data in India (Ajay Shah, 2015). The e-Commerce Task Force (2018),
also acknowledges this fact and hence highlights the need for capacity development
in terms of infrastructure for data centres, improvements in power supply and tax
benefits before mandating full data localisation. Similar recommendations were
also made by the Internet and Mobile Association of India, which highlighted the
various legal, policy and regulatory enablers needed to promote the data center
industry in India. The report also cautioned against mandatory data localisation
norms, “which would reduce competitiveness and would have a deterring impact on
the GDP of the economy and drive away India’s extensive ability to attract data
centre investments” (IAMAI, 2016).

5.3 Localisation debates in trade agreements

The growing importance of global e-commerce has placed data localisation de-
bates at the heart of many international trade discussions. The United States
has been at the forefront of pushing for the removal of various kinds of restraints
on cross-border trade carried out through electronic means. This includes de-
mands for “enabling cross border data flows” and “preventing localisation barriers”
(United States, 2016).%* Despite these attempts by a number of countries includ-
ing the United States, Canada and Japan, the current e-commerce discussions at
the World Trade Organization (WTO) level are limited to discussions without any
rule-making mandate (Macleod, 2015).%° A broadening on this mandate has how-
ever been resisted by many developing countries, including India. Several groups

63These costs may however come down in the future with the adoption of experimental tech-
nology like Microsoft’s Natick data centre that involves placing the data centre just off the coast,
hence drastically reducing the cooling costs (Roach, 2018).

64The United States is also following a similar strategy in bilateral discussions. Two US
Senators recently wrote to India urging it to adopt a ‘light touch’ regulatory framework that
would allow data to flow freely across borders (Kalra, 2018).

65The Declaration on Global Electronic Commerce adopted by the WTO General Council
in 1998 established a Work Programme on Electronic Commerce. The Work Programme is
mandated “to examine all trade-related issues relating to global electronic commerce, taking
into account the economic, financial, and development needs of developing countries”.
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oppose this sort of a ‘mission creep’ at the WTO on the ground that it would lead
to developing countries being required to sign away their right to strategically
regulate the digital market and data flows (Gurumurthy & Chami, 2017).

Data localisation norms also stand to be challenged under the existing provisions of
the WTO’s General Agreement on Trade in Services, 1995 (GATS).%" In Septem-
ber, 2017, the United States initiated a communication before the Members of
the Council for Trade in Services questioning China’s new Cyber Security Law.
Through this law, China has mandated that all ‘personal information’ and ‘im-
portant data’ collected or generated by critical information infrastructure operat-
ors must be stored in the country. The law came into effect in June, 2017 but
the localisation provisions are expected to come into force only by the end of
2018 (Chin, Goodell, Liu & Zhang, 2018).% The communication from the Unites
States claims that these measures would “disrupt, deter, and in many cases, pro-
hibit cross-border transfers” of many “expansive and loosely-defined categories of
data” (United States, 2017).9

While the global e-commerce discussions under the WTO have not managed to
progress, provisions relating to cross-border trade and localisation of data have
found their way into other multilateral arrangements. Prominent among these are
the recently signed Comprehensive and Progressive Agreement for Trans-Pacific
Partnership (CPTPP) and the ongoing discussions on the Regional Comprehensive
Economic Partnership (RCEP). The CPTPP incorporates by reference the provi-
sions of the Trans-Pacific Partnership Agreement (TPP), Chapter 14 of which
included provisions on e-commerce. It contains commitments for cross-border
transfer of information (including personal information) and a restriction on meas-
ures mandating local hosting of computing facilities, subject to legitimate public
policy objectives that are non-arbitrary, proportionate and do not amount to a
disguised restriction on trade. Similar, though somewhat more stringent provi-
sions are found in the US-Mexico-Canada (USMCA) free trade agreement (which
replaces the North American Free Trade Agreement (NAFTA))™; and some ob-

66 As an aside, it is interesting that countries such as the US - which have vociferously cham-
pioned a multistakeholder model for Internet related governance, seem to be more than willing
to take this issue to a multilateral forum such as the World Trade Organisation (WTO) arrange-
ment.

67See Greenleaf (2016) and Greenleaf (2018).

68While the law provides that the data localisation requirement applies only to critical informa-
tion infrastructure, subsequent draft implementation rules and guidance indicate a broader remit
that will also include other network operators (Chin et al., 2018).

691t is also reported that the US may consider raising objections to the localisation measures in
the draft Personal Data Protection Bill, 2018, during upcoming India-US trade talks in September
2018 (Kalra & Shah, 2018).

70 Article 19.11 of the USMCA bars restrictions on cross-border transfer of information, subject
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servers believe that the US will attempt to impose such provisions in other trade
agreements also.

In case of the RCEP negotiations, in the absence of a draft of the negotiating text
we do not know the exact nature of the provisions that will be in its e-commerce
chapter, although it has been suggested that this may be “less ambitious and
contentious than that of the TPP” (Panday, 2017). Given, the recent policy trends
in India and the country’s resistance to e-commerce negotiations at the WTO level,
it seems likely that India will not support the introduction of restrictions on cross-
border data transfers and anti-localisation norms in RCEP and other multilateral
trade agreements.

The position adopted by those who seek to include data flow related issues in trade
agreements appears to be based on the notion that personal data must be treated
as any other commodity. Accordingly, free flows of data must be the de facto
position unless justified by overwhelming public policy concerns. What consti-
tutes a legitimate public policy concern would be adjudicated at the international
level, under the WTO framework.”™ However, this approach has been challenged on
three grounds — first is the rights-based argument that sees personal data as
essential to a person’s autonomy and identity and therefore as more than a mere
commodity; second, is the fact that commercial exploitation and trade in
commodities of various kinds are indeed regulated or taxed; and third, that the
use of WTO mechanisms reduces democratic control over data (R. Hill, 2017).
As explained previously, the free flow of data is seen to strengthen the position
of global incumbents in the digital economy — large, monopolistic Internet cor-
porations don’t pay sufficient taxes or other dues across the world, in addition to
which they make huge profits without adequately compensating the individual’s
whose data these profits are built upon. Accordingly, there is a perceived need to
recalibrate the nature of the digital economy, through taxation, localisation
measures, and the like.

To conclude, irrespective of whether one considers trade negotiations to be an ap-
propriate location to discuss trans-border data flows, one would venture that until
such time as there is broader recognition of the rights based, economic and stra-
tegic concerns of developing nations, who see mostly US based mega-corporations
cornering large chunks of the digital economy pie, any broader resolution of the
issue appears unlikely.

to similar restrictions as in the TPP/CPTPP. Article 19.12 of the USMCA prohibits the imposi-
tion of measures mandating the use of local computing facilities as a precondition for conducting
business within the territory of a country. Unlike the TPP/CPTPP, there are no derogations
permitted from this provision.

"See R. Hill (2017).
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6 Conclusion

We examined the three main sets of arguments that are generally used for making
a case for data localisation. First, there is the claim that local hosting of data will
enhance its privacy and security by ensuring that an adequate level of protection
is given to the data. Second, it is argued that lack of government access to data
(due to it being stored in another jurisdiction) impedes the law enforcement and
regulatory functions of the state, which can be addressed through localisation.
Third, there is the narrative on the economic benefits that will accrue to the
domestic industry in terms of creating local data infrastructure, employment, and
contributions to the Al ecosystem.

Following an assessment of each of these perspectives we find that the costs of
introducing broad and sweeping data localisation norms are likely to outweigh its
benefits, from a rights-based perspective as well as an economic one. Yet, this is not
to suggest that data localisation can never qualify as a justified measure. There may
indeed be circumstances where local storage (and even processing) of the data can
be justified, particularly on certain normative grounds. In order to identify such
instances and arrive at a narrowly tailored response, we propose that the
policymaking process should include the following steps:

e Identification of the specific problem that is sought to be addressed, along
with the evidence indicating the scale of the problem.

e Evaluation of the various options being considered to address the issue, along
with the expected costs and benefits of each alternative. The goal here would
be to identify if data localisation can stand the test of being the least intrusive
mechanism to address the problem at hand, as well as the proximity of the
measure to the harm sought to be prevented against. This analysis should
take into account a broad range of factors, including the impact of the
proposed measures on civil liberties, functioning of the state and economic
implications for all stakeholders.

e Among the range of localisation options that are available, the priority
should be to begin by considering the least intrusive measure (conditional
transfers of data) before moving towards the most onerous requirement of
storage and processing only within the territory.

e This entire process should be carried out in an open and transparent manner
providing the affected parties and the public at large the opportunity to
question and strengthen the analysis.

Specifically, in the context of the draft data protection bill proposed by the Srikrishna
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Committee, the above process can be built into the proposed law instead of the
existing proposal of having a data mirroring requirement for all personal data and
additional local processing requirements for some other categories.

It would be advisable to defer any general policy directives on localisation, whether
for categories of personal data or otherwise, until a more robust study of the issues
has been conducted. At the same time, India must also resist the pressure to enter
into bilateral or multilateral trade agreements that constrain its ability to take
future decisions on data localisation in particular, or more generally, its broader
stance on e-commerce. India’s position on data localisation must ultimately be
weighed against the government’s aspirations to create a ‘Digital India’ and the
need for strategic thinking on whether a closed data economy or an open one would
be more conducive to meeting those goals.
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